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Veracity Trust Network

@ Aberystwyth University

Stewart Boutcher @ (He/Him)

Tech & Data lover. Speaker on Cybersecurity, Al, Quantum. Finalist
2023: Global Tech Entrepreneur + UK Tech Leader of the Year. DMA
Council Member. Rock climber + whippet owner.

Greater Leeds Area - Contact info

https://www.linkedin.com/in/thebluehand/
Finalist 2023: Global Tech Entrepreneur + UK Tech Leader of the Year
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The Bot Defense Experts

ABOUTUS

Veracity Trust Networkis a UK headquartered cybersecurity
company.

We are active inthe UK, ASEAN, Australia, the US and the GCC,
with officesin the UK and Singapore.

We have clientsinthe legal sector,ecommerce, regulated
industries and finance.

We have international patents and invest heavily in R&D.

(c) 2024 This document is copyright protected for Beaconsoft Limited t/a Veracity Trust Network. All rights reserved. Commercial-in-Confidence.
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WHATWEDO

Ourfocusis ondetecting & preventing malicious bots on
websites, progressive web apps and mobile apps.

Ouraward-winning platform utilises ML to detect bots and
safeguard online revenue, as well as providing a competitive edge
and helping to protect brand reputation.

We are always looking for ways to innovate and put our customers
ahead of the bot makers.



Malicious Bots: Protecting your Digital Business from the Foot Soldiers of Modern Cyber Attacks * Veracity

Stewart Boutcher, CTO Veracity Trust Network. https://www.linkedin.com/in/thebluehand/

Trust Network

We are award-winning expertsin protecting public facing platforms from bots. We are proud alumni of the UK Government Cyber Runway 2023 Cohort, forleading

Regional winner

%‘% TECH NATION
RISING STARS \

Regional Winner

Tech Nation Rising Stars
Awards 2020

Innovation of the Year - Won
Digital City Award 2022

UORTHERN
DIGITHL
ANARDS

Best Digital Tool or
Software - Finalist

Northern Digital Awards 2022

FINALIST

Cyber Security Company
of the Year - Finalist
UK Business Tech
Awards 2023

Best Martech
Innovation - Won
Prolific North Tech
Awards 2021

Innovationin Cyber
Award - Finalist

The National Cyber
Awards 2022

_ Global
Business

Tech Entrepreneur of the
Year, Stewart Boutcher -
Finalist

Global Business Tech
Awards 2023

Best Use of Al - Highly
Commended
Prolific North Tech
Awards 2023

UK cyber companies. Read more at Cyber Runway Scale - Plexal

& I P We are global AWS Technology Partners.

BEST MARKETING TOOL
AWARD 2021

828 0
MARKETING 7
LXA0 Y

Cyber Award Winner Best Marketing Tool - Won
Tech Nation Rising Stars 3.0 B2B Marketing Expo
Awards 2021 Innovation Awards 2021 aws

CYBEF§A/ amazon | Partner

UKIT hac ‘ RUN /AY webservices | Network PARTNER
INDUSTRY 3 lnéSS scALE/ oy &8 plexal R N B Marketplace
AWARDS A L U M N | TECHNOLOGY PARTNER

Emerging Technology of the BestInnovation - Won
Year - Finalist Best Business Awards 2022
UKIT Industry Awards 2022

LEEDS DIGITAL
FESTIVAL AWARDS
2023

LisgE |0,

ALENABLED DATA
SOLUTION OF THE YEAR

Department for

Al-Enabled Data Solution of TechInnovation of SCien Ce, Innovation, -
the Year - Finalist the Year - Won
Data |Q Awards Leeds Digital Festival & TeChnOIOgy AI SI )
Awards 2023
Shortlisted as: Advance Connect Excel
, We are a corporate partner of the
UK’s Most Innovate Cyber Association of Information Security
SME2024 Professionals (AiSP) in SE Asia
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Whatisabot?

Abotis asoftware application that is programmed to do certain

tasks with a degree of automation & autonomy.

A malicious bot has been programmed to infect a system, steal data,

orcommit other criminal activities.
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Feb 16, 2024 - Technology

Department of Justice takes down
Russian intelligence botnet
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Whatis abotnet?

Bots are generally runin collections known as “botnets” with some

form of command-and-control structure.

Botnets may consist of bots on compromised PCs, cloud
servers, mobile devices, “in-house” hardware, network

devices, ormore regularly a mix of all.
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. Manual
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Backdoor i
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(c) 2024 This document is copyright protected for Beaconsoft Limited t/a Veracity Trust Network. All rights reserved. Commercial-in-Confidence.

1



The Dark Side Unleashed: The
Threat of Al-Powered Botnets

“Al algorithms can optimise attack strategies by analysing
network vulnerabilities, evading detection mechanisms, and

exploiting weaknessesinreal time...This enables themto

develop new attack techniques at an alarming pace”

(c) 2024 This document is copyright protected for Beaconsoft Limited t/a Veracity Trust Network. All rights reserved. Commercial-in-Confidence.
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Where bot protection fits into cybersecurity

S InPlai
o\'\°“ i
ot
o°®
('{d Crypto-Agility (@)
rypto-Agility
9°°°
CSP-Native DLP %,
<,
Breach and Data Security 46 11 H
o TE b, echnology Adoption Roadmap
A
S ()
oiy Gartner - Rick M
SOAR 4
oA K ¢ for Security and Risk Management”
Mobile Application 9, u y
X y _ lSscurlty Testing o B Saas Security 9.“
Threat Intelligence @8 < % Posture Management )
Products and Services oo
. Data Security %
Identity Threat Platforms @ Bot Management =
Detection and e 3 Security Code <
. . Response (ITDR) Application Security Assktants
Business Email Posture Management .
BE((:)o;npromvlse Post-Quantum
( ) Protection 2 Software Supply Cryptography
Attack Surface & Chain Security
Management & ;
5 ) Cloud-Native pathSecuity
8 Hybrid Mesh Zero Trust ‘ Already . Application as a Service
s Firewall Platform Strategy Deployed Protection Platforms
% Software
= C Remote Browse API Securit Composition
a XDR @ Isolation &% Testing Y Analysis
c ® Security &
® NDR Service Edge \
‘8 CSPM Privacy Threat Mod_eling
% ' Management Automation
?‘ _ Tools
-~ @ API Access .
Serverless Control
Function Security Confidential
& Computing
Journey-Time & .3-
Orchestration ) W &
loT Authentication CAEP CPS Security OA
& N
O 2 oS
Machine Identity @ FIDO \/_ CIEM Q‘\
Management OpenlD f .\\
® Connect o‘\‘
l&/eﬂufy Decentralized g@"
L Identity

ent'-
t
Y/Aecess Management

(c) 2024 This document is copyright protected for Beaconsoft Limited t/a Veracity Trust Network. All rights reserved. Commercial-in-Confidence.

13



Detecting bots is difficult
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At Veracity we understand the
changing landscape of cybersecurity.

We use supervised and unsupervised
Machine Learning (ML) to look for
indicators of bot behaviour and
indicators of human behaviour.

Allows for anetwork that analyses over
1,000 datafeatures perjourney.

Theresultis a high-performance bot
detection algorithm.

ML algorithms can be retrained on new
datato ensure stable high
performance overtime.

Veracity
Trust Network

Alin the Battle Against
alicious Bots
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Key Takeaways:

« Analysis shows that there are differences
between human behaviour and most
malicious bot behaviour

- Alarge amount of analysis was required
to show asmall number of these
differences

« Increasesin malicious bot sophistication
means these differences will decrease
over time

« Traditional, rules-based bot detection
systems are becoming obsolete
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Examples of small differences
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Why do you need to care?
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Automotive

Types of Businesses Included...

Manufacturers, dealerships, vehicle marketplaces

e Veracity
https://www.linkedin.com/in/thebluehand/

Damaging Bot Activity includes...

Price Scraping, Data Scraping, Inventory Checking

Business Services

Real estate, CRM systems, business legal & financial
services

Attacks on the API layer, Data Scraping, Account Takeover

Education

Online learning platforms, schools, colleges,
universities

Account Takeover for students & course availability, scraping
proprietary research papers and data

Entertainment & Arts

Streaming services, ticketing platforms, production
companies, venues

Account Takeover, Price Scraping, Inventory Checking, Scalping

Financial Services

Banking, Insurance, Investments, M&A,
Cryptocurrency

Account Takeover, Card Cracking, Content Scraping

Food & Beverage

Delivery services, online shopping, F&B brand sites

Credit Card Fraud, Gift Card Fraud, Account Takeover

Gaming & Gambling

Online gaming, casinos, sports betting

Account Takeover, Odds Scraping, account creation for promotion
abuse

Government Government & agency websites, public services, local Account Takeover, Data Scraping of business & voter information
authorities
Healthcare Health services, pharmacies Account Takeover, Content Scraping, Inventory Checking, Vaccine

appointments/availability

Information Tech

IT services, IT providers, services, technology
providers

Account Takeover, Scraping

Marketing Marketing Agencies, Advertising Agencies Custom Content Scraping, ad fraud, denial of service

News & Media News sites, online magazines Custom Content Scraping, ad fraud, comment spam, fake accounts

Retail eCommerce, marketplaces Denial of Inventory, Credit Card Fraud, Gift Card Fraud, Account

Takeover, Data and Price Scraping

Society Non-profits, faiths & beliefs, online dating, online Data Scraping, Account Takeover, account creation, testing stolen card
communities on donation pages

Sports Updates, news, live score services Data Scraping (live scores, odds, etc.)

Telco Telco providers, ISPs, hosting providers Account Takeover, competitive Price Scraping

Travel Airlines, hotels, holiday booking Price & Data Scraping, skewing of look-to-book ratio, denial of service,

Price Scraping, Account Takeover
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Common
misconceptions...
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"My industry is safe”

Global Avg. Weekly Cyber Attacks Per Industry
(2022 Q1 Compare to 2023 Q1)

Education/Research 2507 [+15%) -
WORLD
Government/MEitary | —————— ] 725 [+3%] ECCJ NOMIC
Healthcare e —— 1684 [+22%)] FORUM

Communications | 1508 [+9%)
ISP/MSP m—— 1312 [-11%]
Finance/Banking I 1212 [+9%]
L ey (20 e LT
Retail/Wholesale s 1079 [+49%)
Insurance/legal EEEEEE—————————— 1055 [+13%)]
Leisure/Hospitality M 507 [+4%)
Manufacturing IEEEEEEEEEEEEEEEEEE————— 552 [+1%]
SI/VAR/Distributor I 063 [+5%)
Consuitant IEEEEEEEEEEEEEE———— 581 [+26%]
Transportation IEEEEEEGEGEGEGEGEGEGEGEGEG———— 754 [+2%)
Software vendor IEEEEEGEGEGEGEGEGEG_G—_——— . 763 [-5%)
Hardware vendor IEEEEEEE—————_ 525 [+32%)
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"My companyis large enough to handle it”

Average underperformance of a NASDAQ-listed
company following a data breach announcement**

0.5

03

0.2
0.1

0.0

0.1 -3.00% - 6 months

0.2
8 76-5-4-3-2-1012 3456 7 8 -20.0% -16.0% -12.0% -B.0% -4.0% 0.0%

Source: Rotman School of Management. Note: *Reputation rating based on a number of reputation risk issues,
¥*HSBC, Comparitech, Cybersecurity Ventures, Verizon, Munich Re. 602267
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"My company is too small to attack”

|National Cyber :
1Security Centre Data breaches cost upwards of £130,000 to fix.

64% of consumers are put off using a business that was the victim of a

e,
. .
._experlonm

website compromise or data breach

L » [National Cyber 60% of SME in the UK go out of business within six months of

¥|Security Centre

falling victim to a databreach orcyberattack.

Supply chain attacks are real.
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“Cybersecurity insurance will protect me”

- !

Zurich chiet  pvanciaL TiMES
DECEMBER 26,2022
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Why should you care?

To protect your business

1.

Allowing potentially dangerous bot traffic on a website
canresultinanadditional cyberthreat - bots are actively
looking for websites from which to steal data, breakinto
accounts, setup fake accounts orto aid other forms of
attack onyour company, including phishing.

Malicious actors (or competitors) may be scraping your
datato pretendto be you, risking your hard-earned
brand position.

Competitors may be engagingin basket blocking -
stopping you selling to your customers.

. Youmight lose hundreds of thousands or millions in

revenue if your website is compromised or offiine.

5. Regulators may fine you for breach of data

6. Detecting and removing malicious bots from ad

campaigns means that cyberriskisreduced, and active
bots are less likely to find and attack your website.

To gain betterresults

. Malicious bots are trying to appear human, which means

they get served digital ads (costingyouin CPM)and
interactwith ads (costingyouin CPC).

. Your competitors may be buying bot traffic to waste your

digital ad budget and improve their ranking and handing
them an advantage overyou.

. Reducing orremoving impressions and clicks from non-

human traffic willimprove campaign effectiveness at the
top of the funnel: more humans, less bots. You better
understand what is happening.

. Why pay for traffic that is of no use to you? Removing

botsisbudget saving.

(c) 2024 This document is copyright protected for Beaconsoft Limited t/a Veracity Trust Network. All rights reserved. Commercial-in-Confidence. 26
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Phishing

‘Phishing’ is when criminals use scam emails, text
messages or phone calls to trick their victims. ‘Vishing’
is similar but uses voice orvideo calls, often using
Generative Al to simulate a trusted contact.

A phishing attackis more likely to succeed if it appears
credible. One of the best sources of data available to
attackers for thisinformationis your website.

Phishing is one the primary ways in which attackers
access anorganisation to steal data or commit some
other form of fraud.

(c) 2024 This document is copyright protected for Beaconsoft Limited t/a Veracity Trust Network. All rights reserved. Commercial-in-Confidence. 28
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Phishing

The UK Government’s “Cyber Breaches Survey” 2023
found that of the 48% of UK businesses who identified
acyber-attack, the most common threat vectorwas
phishing attempts (/9%).

The “Singapore Cyber Landscape” 2022 report,
published by the CSA, noted that phishing attacks
more than doubled from 202110 8,500 reportsin 2022
in Singapore.

(c) 2024 This document is copyright protected for Beaconsoft Limited t/a Veracity Trust Network. All rights reserved. Commercial-in-Confidence. 29
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Targeted “phishing data
gathering” bot attack
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EVERYWHERE
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Your digital assets will be attacked

> for your data

> for your customer’s data

> for money

> for information that might be useful elsewhere

> for whom you do business with, and who they do business with
> because you might pay to have your website or data back

>  because bots want to look human

> because it's easier to attack a website or mobile app

>  because it's fun

> because you happen to be there

(c) 2024 This document is copyright protected for Beaconsoft Limited t/a Veracity Trust Network. All rights reserved. Commercial-in-Confidence. 34
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“Technology will exacerbate inequalities while risks from

cybersecurity willremain a constant concern.”

WEF_Global_Risks_Report_2023.pdf (weforum.org)
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf

“The biggestissueinthe Cybersecurity Industry is the ever-

evolving nature of cyber threats...”

AiSP President MrTony Low, April 2024
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Therisk from malicious botsis genuine andreal.

Itisnot an acceptable answer to have no visibility Connect with Stewart Boutcher

of the impact of bots on your web estate. Global CTO, APAC CEO
Understanding, mitigating and removing bots
increases an organisation’s security profile and
adds value to the whole business.

https://www.linkedin.com/in/thebluehand/
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