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cybersecurity is the practice of protecting critical systems and
sensitive information from digital attacks

people Process technology

Employee awareness, behaviours and Effective management systems and policies. Network, infrastructure and platform security.
training.

IT governance, risk, and compliance using Endpoint security, detectionandresponse.
Specialist skills, experience and framework such as CyberEssentials, ISO
qualifications. 27001and SOC2. Application and software security.
Appropriate staffing levels to manage Security audits and gap analysis. Vulnerability scanning and monitoring.

and monitor environments.
Response and disasterrecovery plans. Advanced threat protection.

ldentify and access management.
Managed security solutions and services.
Data security and protection.

Cloud security.
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ECW)ﬁROLI\RIC
“Technology will exacerbate inequalities e
: : : : : The Global Risks
while risks from cybersecurity will remain  [Eysmsses
; 18th Edition
a constant concern.

INSIGHT REPORT

“The biggestissue inthe Cybersecurity

Industry is the ever-evolving nature of
cyberthreats...”

President MrTony Low, April 2024
Singapore based Association of Internet Security Professional (AISP)
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Finalist 2023: Global Tech Entrepreneur + UK Tech Leader of the Year

m / & berS c
ﬁ'?zz?f’;%ce 2824
Stewart Boutcher @ (He/Him) Veracity Trust Network
Tech & Data lover. Speaker on Cybersecurity, Al, Quantum. Finalist = o
2023: Global Tech Entrepreneur + UK Tech Leader of the Year. DMA @!‘ Aberystwyth University

Council Member. Rock climber + whippet owner.
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Abotis asoftware application thatis programmmed to do certain

tasks with a degree of automation & autonomy.

A malicious bot has been programmed toinfect a system, steal

data, orcommit other criminal activities.
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Feb 16, 2024 - Technology

Department of Justice takes down
Russian intelligence botnet
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Whatis abotnet?

Bots are generally runin collections known as “botnets” with some

form of command-and-control structure.

Botnets may consist of bots oncompromised PCs, cloud
servers, mobile devices, “in-house” hardware, network

devices, or more regularly a mix of all.
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The Dark Side Unleashed: The
Threat of Al-Powered Botnets

“Al algorithms can optimise attack strategies by analysing
network vulnerabilities, evading detection mechanisms, and

exploitingweaknesses inreal time...This enables themto

develop new attack techniques at an alarming pace”
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Where bot protection fitsinto cybersecurity
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How mightitimpactyou?
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Market Sector

Automotive

Types of Businesses Included...

Manufacturers, dealerships, vehicle marketplaces

e Veracity
https://www.linkedin.com/in/thebluehand/

Damaging Bot Activity includes...
Price Scraping, Data Scraping, Inventory Checking

Trust Network

Business Services

Real estate, CRM systems, business legal & financial
services

Attacks on the API layer, Data Scraping, Account Takeover

Education

Online learning platforms, schools, colleges,
universities

Account Takeover for students & course availability, scraping
proprietary research papers and data

Entertainment & Arts

Streaming services, ticketing platforms, production
companies, venues

Account Takeover, Price Scraping, Inventory Checking, Scalping

Financial Services

Banking, Insurance, Investments, M&A,
Cryptocurrency

Account Takeover, Card Cracking, Content Scraping

Food & Beverage

Delivery services, online shopping, F&B brand sites

Credit Card Fraud, Gift Card Fraud, Account Takeover

Gaming & Gambling

Online gaming, casinos, sports betting

Account Takeover, Odds Scraping, account creation for promotion
abuse

Government Government & agency websites, public services, local Account Takeover, Data Scraping of business & voter information
authorities
Healthcare Health services, pharmacies Account Takeover, Content Scraping, Inventory Checking, Vaccine

appointments/availability

Information Tech

IT services, IT providers, services, technology
providers

Account Takeover, Scraping

Marketing Marketing Agencies, Advertising Agencies Custom Content Scraping, ad fraud, denial of service

News & Media News sites, online magazines Custom Content Scraping, ad fraud, comment spam, fake accounts

Retail eCommerce, marketplaces Denial of Inventory, Credit Card Fraud, Gift Card Fraud, Account

Takeover, Data and Price Scraping

Society Non-profits, faiths & beliefs, online dating, online Data Scraping, Account Takeover, account creation, testing stolen card
communities on donation pages

Sports Updates, news, live score services Data Scraping (live scores, odds, etc.)

Telco Telco providers, ISPs, hosting providers Account Takeover, competitive Price Scraping

Travel Airlines, hotels, holiday booking Price & Data Scraping, skewing of look-to-book ratio, denial of service,

Price Scraping, Account Takeover
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14



Common
misconceptions...
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"My industryis safe”

Global Avg. Weekly Cyber Attacks Per Industry
(2022 Q1 Compare to 2023 Q1)

Education/Research 2507 [+15%)] WORLD
Government/MEitary e | 725 (+3%] ECCJNOMIC
Healthcare I 1684 [+22%] F R U M

Communications e 1508 [+9%)
ISP/MSP m——— 1312 [-11%)]
F N an G2 /B 3 ki 115 | 1212 [+5%]
A LML
Retail/Wholesale e 1079 [+49%]
Insurance/legal T 1055 [+13%)
Leisure/Hospitalty N 557 [~4%)
Manufacturing IEEEEEEEEEEEEEEEEEEEENN————— 502 [+1%)]
SI/NVAR/Distributor I O63 [+5%)
Consuitant IEEEEEEEEEEEEEEEE———— 581 [+26%]
Transportation IEEEEEGEGEGEGEGGEGEGEGEG_—_—_——— 754 [+2%]
Software vendor IEEEEGEGGG—G_—_——— 763 [-5%)
Hardware vendor IEEEEEEEE———— 525 [+32%)
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"My company s large enough to handleit”

Average underperformance of a NASDAQ-listed
company following a data breach announcement**

0.5

03

0.2
0.1

0.0

0.1 -3.00% - 6 months

0.2
8 76-5-4-3-2-1012 3456 7 8 -20.0% -16.0% -12.0% -B.0% -4.0% 0.0%

Source: Rotman School of Management. Note: *Reputation rating based on a number of reputation risk issues,
¥*HSBC, Comparitech, Cybersecurity Ventures, Verizon, Munich Re. 602267
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"My company is too smallto attack”

S [National Cyber .
Data breaches cost upwards of £130,000 to fix.

64% of consumers are put off using a business that was the victim of a

website compromise ordata breach

 |National Cyber 60% of SME in the UK go out of business within sixmonths of
>|Security Centre

falling victim to a databreach or cyberattack.

Supply chain attacks are real.
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“Cybersecurity insurance will protect me”

- !

Zurich chiet  pvanciaL TiMES
DECEMBER 26,2022
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At Veracity we understand the
changing landscape of cybersecurity.

We use supervised and unsupervised
Machine Learning (ML) to look for
indicators of bot behaviourand
indicators of human behaviour.

Allows for a network that analyses over
1,000 data features perjourney.

Theresultis a high-performance bot
detection algorithm.

ML algorithms can beretrained onnew
datato ensure stable high
performance overtime.

Veracity
Trust Network

Alin the Battle Against
alicious Bots
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Sophisticated Bots

Sophisticated Bots B Unsophisticated Bots

HE Unsophisticated Bots 0.1€
LO0014
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De
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Figure 6: Difference in Pages Viewed Between Figure /: Difference in Total Mouse Distance Between
Sophisticated and Unsophisticated Bots Sophisticated and Unsophisticated Bots
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Possible Targeted

/ Bot Attack

Bot Levels Over Two Week Period 120 | I

) v )

Figure 8: Bot Levels Over Month-Long Period

Figure 9: A Time Series Analysis Showing the
Trend and Regularity of Bot Levels
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Key Takeaways:

« Analysis shows that there are
differences between human behaviour
and most malicious bot behaviour

« Alarge amount of analysis was required
to show a small number of these
differences

* Increasesin malicious bot sophistication
means these differences will decrease
overtime

« Traditional, rules-based bot detection
systems are becoming obsolete




EVERYWHERE

(c) 2024 This document is copyright protected for Beaconsoft Limited t/a Veracity Trust Network. All rights reserved. Commercial-in-Confidence.

27



Malicious Bots: Protecting your Digital Business from the Foot Soldiers of Modern Cyber Attacks

e Veracity

Stewart Boutcher, CTO Veracity Trust Network. https://www.linkedin.com/in/thebluehand/ TrUSt Network

Your digital assets will be attacked

> for your data

> for your customer’s data

> for money

> for information that might be useful elsewhere

> for whom you do business with, and who they do business with
> because you might pay to have your website or data back

>  because bots want to look human

> because it's easier to attack a website or mobile app

>  because it's fun

> because you happen to be there

(c) 2024 This document is copyright protected for Beaconsoft Limited t/a Veracity Trust Network. All rights reserved. Commercial-in-Confidence. 28
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Protecting your public digital assets frombotsis key

Therisk from malicious botsis genuine andreal.

Itisnot anacceptable answer to have no visibility
of theimpact of bots onyourweb estate.

Understanding, mitigating and removing bots

increases an organisation’s security profile and
addsvalue to the whole business.
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Case Study -
Phishing protection

forthelegal sector
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Getinvolved -

The Cybercast Sessions
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